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[bookmark: _Toc19542356][bookmark: _Toc35348358][bookmark: _Toc114146480] 
*************** Start of 1st Change **************** 

4.1.2	Use of tools in testing 	
The following text shall apply to all test cases described in the present document: 
The present document takes into account that the landscape of testing tools evolves more rapidly than SCAS specifications. It is therefore allowed that, for each requirement, the actual test carried out may deviate from the stepwise description of the test case in the present document if the following conditions are fulfilled: 
(1)	 The test is carried out by preferably using Commercial-of-the-Shelf (COTS) and Free-Open-Source-Software (FOSS) tools that are available for other testers that may want to repeat the test. In case a tool not in any of these two categories is used then evidence of the quality assurance of the tool needs to be provided. This applies only to tools used to perform the actual test and not supportive tools needed for setting up the testing environment like for example traffic generators/ simulators.
In cases where a tester lab is not able to obtain the necessary tools to perform the test, vendor proprietary test tools may be used by the tester lab as long the test tool is controlled under a suitable quality management system (QMS). The tester lab ensures that this QMS is in place in order to avail of a vendor’s test tool.
Additionally in cases where the accredited test lab does not have the necessary test environment to perform a test, it shall be possible for the accredited test lab personnel to perform the test in a vendor's test lab. In such cases the accredited lab tester should record details of test environment, test set-up used and how the test was performed.
(2)	 The tester provides evidence, e.g. by referring to the documentation of the tool, that the tool is suitable to verify the requirement, and the scope of testing is equal or larger to the one of the test case described in the present document. The evidence needs to be sufficiently detailed for experts in the field of testing, not for the general public. 
(3)	 The tester provides evidence that the tool has been actually used for testing the network product (e.g. by providing a trace).
   *************** End of 1st Change **************** 

*************** Start of 2nd Change **************** 
[bookmark: _Toc19542382][bookmark: _Toc35348384][bookmark: _Toc114146508]4.2.3.4	Authentication and authorization
[bookmark: _Toc19542383][bookmark: _Toc35348385][bookmark: _Toc114146509]4.2.3.4.1	Authentication policy
4.2.3.4.1.1	Authentication and authorization for System functions shall not be used without successful authentication and authorization.
Requirement Name: Authentication and authorization for System functions shall not be used or accessed without successful authentication and authorization.
Requirement Description:
The usage of a system function without successful authentication on basis of the user identity and at least one authentication attribute (e.g. password, certificate) shall be prevented. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating system and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorization requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
Security Objective references: tba.
Test case: 
Test Name: TC_SYS_FUN_USAGE
Purpose:
To ensure that system functions shall not be used without successful authentication and authorization.
Procedure and execution steps:
Pre-Conditions:
[bookmark: OLE_LINK4][bookmark: OLE_LINK5]1. The manufacturer vendor shall supply the list of system functions which include network services, local access via a management console, local usage of operating system and applications.
2. The manufacturer vendor shall supply the list of access entries for system functions.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	The tester verifies, based on his/her own experience, that the list is adequate.
2.	The tester verifies that the access entries to use system functions, which are listed by the manufacturervendor, require successful authentication on basis of the user name and at least one authentication attribute. The tester also verifies that the access entries to use system functions require authorization via an access control mechanism (e.g. Discretionary access control/Ownership/Capabilities or Mandatory access control). This applies to both system functions that are locally accessible and those that are remotely accessible via a network interface.
Expected Results:
[bookmark: OLE_LINK37][bookmark: OLE_LINK42]1.	The network product does not allow access to any system function provided by the manufacturer vendor without a successful user authentication and authorization. 
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
- 	Description of executed tests and commands
- 	Relevant output (e.g. Screenshot)
- 	Test result (Passed or not)
*************** End of 2nd Change **************** 

*************** Start of 3rd Change **************** 

4.2.3.4.1.2	Accounts shall allow uUnambiguous identification of the user.
Requirement name: The network product shall use accounts that allow u Unambiguous identification of the user.
Requirement Description: Users shall be identified unambiguously by the network product. The network product shall support assignment of individual accounts per user, where a user could be a person, or, for Machine Accounts, an application, or a system. The network product shall not enable the use of group accounts or group credentials, or sharing of the same account between several users, by default. The network product shall support a minimum number of 50 individual accounts per user data base if not explicitly specified in a SCAS of a particular network product, so that accountability for each user is ensured even in large operator networks. The network product shall not support user access credentials unrelated to an account.
NOTE 1:	The network product may support independent user data bases for different access methods, e.g. one data base for command shell access on OS level and another data base for GUI access. User data bases may be stored locally on the network product or on a central AAA system that the network product accesses for user authentication.
NOTE 2:	This requirement does not preclude user group concepts for access control.
Security Objective references: tba.
Test case: 
NOTE 3:	Some typical default accounts suggest that they are shared amongst several persons (e.g. vendor_xy, support), or do not allow identification of individual users (e.g. guest, ftp, anonymous). In order to avoid overlap of this test case with clause 4.2.3.4.2.2, it is assumed for this test case that such accounts have been deleted or disabled in line with clause 4.2.3.4.2.2.
Test Name: TC_ACCOUNT_DOCUMENTATION
Purpose:
To ensure that documentation of the network product does not encourage or require the use of group accounts, group credentials, or sharing of the same account between several users. To ensure that the network product does not support credentials unrelated to an account.
Procedure and execution steps:
	Pre-Conditions:
1)	All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.
2)	All predefined accounts and groups are identified in the documentation accompanying the Network Product.
3)	Instructions of how administrator users can add accounts, groups, and credentials to the database(s) are provided in the documentation accompanying the Network Product.
4) 	The operations manual describes OAM user and group concepts supported by the network product.
	Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps:
1)	Review the system documentation (in particular operations manual) whether it encourages or requires the use of group accounts, group credentials, or sharing of the same account between several users.
2)	Review the system documentation whether the network product requires or supports entering credentials unrelated to an account, in order to perform specific actions, e.g. to enter a "master password" for access to privileged functions.
	Expected Results:
1)	The reviewed documentation is in line with the requirement.
Expected format of evidence: 
Test report that lists the reviewed documentation (incl. release dates and versions) and the findings.
Test Name: TC_ACCOUNT_DEFAULTS
Purpose:
To ensure that the default setup of the network product does not enable the use of group accounts or group credentials. 
Procedure and execution steps:
	Pre-Conditions:
1)	All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.
2)	Instructions of how administrator users can view all existing accounts, groups, and protected credentials in the databases are provided in the documentation accompanying the Network Product.
	Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps:
1)	After login via an account with necessary access rights (e.g. Admin) search in the databases for any group credentials. Example for Linux®: /etc/gshadow
Expected Results:
1)	No group credentials are defined.
Expected format of evidence: 
Test report that lists the reviewed documentation, reviewed user and group databases, and the findings.
Test Name: TC_ACCOUNT_NUMBER
Purpose:
To ensure that a minimum number of  individual accounts per user data base is supported. The minimum number is defined in the requirement description of this clause.
Procedure and execution steps:
	Pre-Conditions:
	All user data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.
	Execution Steps:
	The accredited evaluator's tester lab is required to execute the following steps:
	Create accounts until the minimum number of accounts is reached. 
	Expected Results:
	Successful creation of the minimum number of accounts.
Expected format of evidence: 
Test report that lists the reviewed documentation, reviewed user databases, and the findings.

*************** End of 3rd Change **************** 

*************** Start of 4th Change **************** 
[bookmark: _Toc19542384][bookmark: _Toc35348386][bookmark: _Toc114146510]4.2.3.4.2	Authentication attributes
[bookmark: _Toc19542385][bookmark: _Toc35348387][bookmark: _Toc114146511]4.2.3.4.2.1	Account protection by at least one authentication attribute.
Requirement Name: Account protection by at least one authentication attribute.
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.
Authentication attributes include:
-	Cryptographic keys
-	Token
-	Passwords
This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. 
NOTE: 	Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and is evaluated for individual cases.
Security Objective references: tba.
TEST CASE:
Test Name: TC_ACCOUNT_PROTECTION
Purpose:
To ensure that all accounts are protected by at least one authentication attribute.
Procedure and execution steps:
Pre-Conditions:
1)	All predefined accounts are identified in the documentation accompanying the Network Product.
2)	Instructions of how to create new accounts are provided in the documentation accompanying the Network Product.
3)	Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.
NOTE: 	No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way. 
Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps:
1)	After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.
2)	Attempt login to all predefined accounts identified (either documented or not) with and without using the respective authentication attribute.
3)	Create a new account by following instructions in documentation.
4)	Attempt login to the newly created account.
Expected Results:
1)	It is not possible to login to any predefined account without using at least one authentication attribute that satisfies the conditions in the requirement.
2)	It is not possible to login to any newly created account without usage of at least one authentication attribute that satisfies the conditions in the requirement.
Expected format of evidence: tba
*************** End of 4th  Change **************** 

*************** Start of 5th Change **************** 
4.2.3.4.2.2	Deletion or disablement of Ppredefined accounts shall be deleted or disabled.
Requirement Name: Deletion or disablement of Ppredefined accounts shall be deleted or disabled.
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login. In any case disabled or locked accounts shall be configured with a complex password as specified in clause 4.2.3.4.3.1 Password Structure. This is necessary to prevent unauthorized use of such an account in case of misconfiguration.
Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote access or local login shall be forbidden to prevent abusive use by users of the system.
Security Objective references: TBA.
TEST CASE: 
Test Name: TC_PREDEFINED_ACCOUNT_DELETION
Purpose:
To ensure that predefined accounts are deleted or disabled unless there is specific exception as defined in the requirement 4.2.3.4.2.2.
Procedure and execution steps:
Pre-Conditions:
1)	All predefined accounts are identified in the documentation accompanying the Network Product.
2)	Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.
NOTE: 	No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.
Execution Steps:
1)	Check in documentation of the existence of any documented predefined account and what is the reason for existence.
2)	After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.
3)	Check the password complexity of such existing predefined accounts according to the test provided in clause 4.2.3.4.3.1.
4)	Attempt remote login to such predefined accounts.
Expected Results:
1)	Predefined accounts are either deleted/ disabled or, if existing, the reason is in accordance with the requirement exception.
2)	If there are active predefined accounts in accordance with the requirement exception then there is no remote login possibility.
3)	If predefined account is either disabled or locked then it shall anyway fulfil the complex password requirements as specified in clause 4.2.3.4.3.1 after enabling or unlocking it.
Expected format of evidence: 
	Evidence can be presented in the form of screenshot/screen-capture on showing for example a remote login failure or complexity of a password of e.g. locked or disabled accounts.
*************** End of 5th Change **************** 
*************** Start of 6th Change **************** 

4.2.3.4.2.3	Deletion or disablement of Ppredefined or default authentication attributes shall be deleted or disabled.
Requirement Name: Deletion or disablement of Ppredefined or default authentication attributes. shall be deleted or disabled.
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.
Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually change it.
Security Objective references: TBA.
TEST CASE: 
Test Name: TC_PREDEFINED_AUTHENTICATION_ATTRIBUTES_DELETION
Purpose:
To ensure that predefined or default authentication attributes are deleted or disabled as defined in the requirement 4.2.3.4.2.3.
Procedure and execution steps:
Pre-Conditions:
1)	Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.
2)	All predefined accounts and their respective predefined or default passwords are identified in the documentation accompanying the Network Product. 
NOTE: 	No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.
Execution Steps:
1) 	Check in documentation of the existence of any documented predefined account and what is the login password or if any cryptographic key for such accounts is preinstalled.
2)	After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.
3)	Attempt login to such predefined accounts if existing.
Expected Results:
1)	When login is attempted to any predefined account the user is automatically forced to change login password at first time login to the system.
2)	If there is no automatic password change enforced then recommendation and clear instructions of how to manually change the password or how to create and reinstall a new cryptographic key exist in the documentation.
Expected format of evidence: 
Evidence can be presented in the form of screenshot/screen-capture on how the network product prompts for password change at first login. Also extracts from product documentation with clear instructions of how to change any default password or cryptographic key.

*************** End of 6th Change **************** 
*************** Start of 7th Change **************** 

4.2.3.4.3.2	Password changes
Requirement Name: Password changestba
Requirement Description:
If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication is used it is possible to redirect or implement this function on this system. 
Password change shall be enforced after initial login.
The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.
Previously used passwords shall not be allowed up to a certain number (Password History). 
The number of disallowed previously used passwords shall be: 
-	Configurable;
-	Greater than 0;
-	And its default value shall be 3. This means that the network product shall store at least the three previously set passwords. The maximum number of passwords that the network product can store for each user is up to the manufacturervendor.
When a password is about to expire a password expiry notification shall be provided to the user.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: 
Test Name: TC_PASSWORD_CHANGES
Purpose:
-	To check whether the network product is provisioned with the functionality that enables its user to change the password at any time.
-	The network product enforces password change after initial login.
-	To verify the new password adheres to the password management policy and also to verify whether it has password expiry rule.
-	The network product is configured to disallow specified number of previously used passwords (Password History). 
Procedure and execution steps:
Pre-Conditions:
1.	Tester has account with username and password in the network product.
2.	Network product vendor will provide documentation for password management policy which should include details on how to change the password, configure password expiry rule and disallowing specified number of previously used passwords. 
3.	The network product vendor shall supply information on how many passwords the network product can store for each user in the password history.
4.	The tester has privilege to modify the number of disallowed previously used password.
Execution Steps
Execute the following steps:
A.	Positive Test 
Case 1:
Test case to enforce password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2:
1	The tester logs into network product application using a privileged account .
2	The network product application generates password expiry notification for user Y to force user Y to change the password.
3	The tester logs out as a privileged user and logs on as user Y.
4.	The tester is prompted to change his password and creates a new password by following the password policy management.
5	The network product application confirms change in password by, for example, displaying "Password Changed Successfully".
6	The tester successfully logs-in the network product application as user Y using the new password.
Case 3:
1.	The tester logs into network product application using a privileged account.
2.	Tester configures the network product application for number of disallowed previously used passwords to x 
3.	The tester requests for a password change for user Y.
4.	The tester logs out of the privileged account and logs on as user Y
5. 	The tester creates a new password by following the password policy management.
6.	If the password is not equal to any of the x previously used passwords, the network product application still accepts the new password and displays "Password Changed Successfully".
B.	Negative Test
Case 1:
Test case to enforce password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2:
No negative test case for this scenario.
Case 3:
1.	The tester logs into network product application using privileged account.
2.	Tester configures the network product application for number of disallowed previously used passwords to x for user Y. 
3.	The tester logs out of the privileged account and logs in as user Y
4.	The tester requests for a password change.
5.	The tester sets the new password to a value that is among the last x passwords used previously x times.
Expected Results:
A.	Positive Test 
Case 1:
Expected result for enforcing password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2:
Tester can successfully change the password.
Case 3:
Tester can successfully change the password.
B.	Negative Test
If the negative test case passes, this shows that network product application does not work properly and it violates the requirement.
Case 1:
Expected result for enforcing password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2: 
No negative test case for this scenario.
Case 3:
The tester cannot successfully change the password.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation result.

*************** End of 7th Change **************** 
*************** Start of 8th Change **************** 

4.2.3.4.3.4	Hiding password display
Requirement Name: Hiding password displaytba
Requirement Description:
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as "*". Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: 
Test Name: TC_HIDING_PASSWORD_DISPLAY
Purpose:
Verify that the given password is not visible to the casual local observer. 
Procedure and execution steps:
Pre-Conditions:
Tester has account with username and password in the network product.

Execution Steps
Execute the following steps:
1.	The network product will display the login screen.
2.	The tester enters the username.
3.	The tester enters the password.
Expected Results:
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as "*". Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation results.

*************** End of 8th Change **************** 

*************** Start of 9th Change **************** 
[bookmark: _Toc19542388][bookmark: _Toc35348390][bookmark: _Toc114146514]4.2.3.4.5	Policy regarding consecutive failed login attempts
Requirement Name: Policy regarding consecutive failed login attemptstba
Requirement Description:
a) 	The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8, typically 5. After the maximum permissible number of consecutive failed user account login attempts is exceeded by a user there shall be a block delay in allowing the user to attempt login again. This block delay and also the capability to set period of the block delay, e.g. double the delay, or 5 minutes delay, or 10 minutes delay, after each login failure should be configurable by the operator. The default value set at manufacturing time for this delay shall be greater than or equal to 5 sec. 
b) 	If supported, infinite (permanent) locking of an account that has exceeded maximum permissible number of consecutive failed user account login attempts should also be possible via configuration, with the exception of administrative accounts which shall get only temporarily locked.
Security Objective references: tba.
TEST CASE:
Test Name: TC_FAILED_LOGIN_ATTEMPTS
Purpose:
To ensure that the policy regarding failed login attempts is adhered to.
Case 1: Testing for requirement 4.2.3.4.5 a)
Procedure and execution steps:
Pre-Conditions:
1)	At least one user account has been created as per manufacturer's vendor instructions.
2)	Directions of how to configure the maximum permissible number of consecutive failed user account login attempts and the default value of this number are identified in the documentation accompanying the Network Product. Default value shall be stated as well.
3)	Directions of how to configure the block delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number are identified in the documentation accompanying the Network Product. Default value of the delay shall be stated as well.

Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps:
1)	Check default values from precondition 2 and 3.
2)	Perform consecutive failed login attempts for the user account until the default maximum number of precondition 2 is reached.
3)	Attempt again one extra login, which fails again.
4)	Attempt one extra login in less time than the default for the delay of precondition 3, using the correct credentials.
5)	Attempt one extra login in more time than the default for the delay of precondition 3, using the correct credentials.

Expected Results:
1)	Default values from precondition 2 and 3 are in accordance with the requirement.
2)	In execution step 4, the login attempt shall be rejected in all cases. 
3)	In execution step 5, the login attempt shall be accepted.
4)	In execution step 6, it is verified that the user can login only at the last login attempt.
Expected format of evidence: tba
Case 2: Testing for requirement 4.2.3.4.5 b)
Procedure and execution steps:
Pre-Conditions:
1. 	At least one user account has been created as per vendormanufacturer's instructions.
2. 	Directions of how to configure the maximum permissible number of consecutive failed user account login attempts and the default value of this number are identified in the documentation accompanying the Network Product. Default value shall be stated as well.
3. 	Directions of how to optionally configure permanent locking for non-administrative accounts shall be stated as well.
Execution Steps:
The accredited evaluator's test lab is required to execute the following steps:
1. 	Check default values from precondition 2.
2. 	Perform consecutive failed login attempts for the user account until the default maximum number of precondition 2 is reached.
3. 	Attempt again one extra login, which fails again.
4. 	Attempt one extra login in more time than the default for the delay of precondition 3, using the correct credentials.
5a. 	If supported enable permanent locking of accounts exceeding the maximum permissible number of consecutive failed user account login attempts and repeat steps 1-4 for an unprivileged normal user.
5b. If supported enable permanent locking of accounts exceeding the maximum permissible number of consecutive failed user account login attempts and repeat steps 1-4 for a user with administrative access rights.
Expected Results:
In execution step 5a it is verified that the user cannot login at any execution step.
In execution step 5b it is verified that an administrator user can successfully login only at execution step 5b.
Expected format of evidence: tba
*************** End of 9th Change **************** 


*************** Start of 10th Change **************** 

[bookmark: _Toc19542389][bookmark: _Toc35348391][bookmark: _Toc114146515]4.2.3.4.6	Authorization and access control
4.2.3.4.6.1	Authorization policy
Requirement Name: Authorization policytba
Requirement Description:
The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.
Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).
Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.
Security Objective references: tba.
Test case: verify authorization policy is in place and that user access and data access in the system are according to the authorization policy.
Procedure and execution steps:
Pre-Conditions:
Documentation describing the authorization policy defined for the system including details on the lowest access rights assigned to user accounts, access to data, application execution and components.
Execution Steps:
1.	Assign access rights (e.g. read only) to user accounts, data files, and applications.
2.	Operations, that are allowed as per authorization policy (as defined in the network product documentation), are attempted via the different user accounts, data files, and applications. 
Expected Results:
1.	User accounts, data files, and applications are allowed to be accessed (e.g. able to read but not write to a file, able to execute an application as a user account without administrator rights, etc.) according to the access rights assigned. 
2.	User accounts, data files, and applications are not allowed to be accessed above the access rights assigned (e.g. able to write to a read only file, able to execute an application as an administrator, etc.). 
Expected format of evidence: 
Pass/fail results as recorded by the tester.
*************** End of 10th Change **************** 

*************** Start of 11th Change **************** 

4.2.3.4.6.2	Role-based access control
Requirement Name: Role-based access controltba
Requirement Description:
The network product shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).
The network product supports RBAC, in particular, for OAM privilege management for network product Management and Maintenance, including authorization of the operation for configuration data and software via the network product console interface. 
Security Objective references: tba.
Test case: 
Purpose:
Verify that users are granted access with role-based privileges. 
Procedure and execution steps:
Pre-Conditions:
Documentation describing the role based access control system including details on which user roles are defined.
[bookmark: OLE_LINK8]Execution Steps
[bookmark: OLE_LINK7]1.	User accounts which are assigned to different access roles are created.
2.	Operations, that are allowed by different roles (as defined in the network product documentation), are attempted via the different user accounts. 
Expected Results:
1.	Users that are assigned to a role that is not allowed to execute an operation are prevented from executing the operation. 
2.	Users that are assigned to a role that is allowed to execute an operation can successfully execute the operation.
Expected format of evidence: 
Pass/fail results as recorded by the tester.
*************** End of 11th Change **************** 
*************** Start of 12th Change **************** 

[bookmark: _Toc19542390][bookmark: _Toc35348392][bookmark: _Toc114146516]4.2.3.5	Protecting sessions
[bookmark: _Toc19542391][bookmark: _Toc35348393][bookmark: _Toc114146517]4.2.3.5.1	Protecting sessions – logout function
Requirement Name: Protecting sessions – logout function
Requirement Description: The system shall have a function that allows a signed in user to logout at any time. All processes under the logged in user ID shall be terminated on log out. The network product shall be able to continue to operate without interactive sessions.
Only for debugging purposes, processes under a logged in user ID may be allowed to continue to run after detaching the interactive session.
Security Objective references: tba.
Test Name: TC_PROTECTING_SESSION_LOGOUT
Purpose:
To ensure a signed in user can logout at any time.
Procedure and execution steps:
Pre-Conditions:
-	The manufacturer vendor shall declare that it has a function that allows a signed in user to logout at any time.
[bookmark: OLE_LINK20][bookmark: OLE_LINK21]-	The tester has privileges to create a new account or use an existing account.
Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps:
[bookmark: OLE_LINK28][bookmark: OLE_LINK29]1)	The tester creates a new account. 
[bookmark: OLE_LINK32][bookmark: OLE_LINK33]2)	The tester uses the new account or an existing account to log into network product. After x minutes the tester tries to logout network product. 
NOTE: 	The value of x can be arbitrarily set by the tester.
Expected Results:
-	The tester can use a new account or an existing account to log into network product and logout network product after x minutes. 
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
-	Settings, and configurations used 
-	Test result (Passed or not)
*************** End of 12th Change **************** 
*************** Start of 13th Change **************** 

[bookmark: _Toc19542395][bookmark: _Toc35348397][bookmark: _Toc114146521]4.2.3.6.2	Log transfer to centralized storage
Requirement Name: Log transfer to centralized storage
Requirement Description: 
a)	The Network Product shall support forwarding of security event logging data to an external system. Secure transport protocols in accordance with clause 4.2.3.2.4, shall be used.
b)	Log functions should support secure uploading of log files to a central location or to an external system for the Network Product that is logging.
Security Objective references: tba.
Test Name: TC_LOG TRANS_TO_CENTR STORAGE
Purpose:
To ensure log shall be transferred to centralized storage.
Procedure and execution steps:
Pre-Conditions:
[bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK61][bookmark: OLE_LINK62]-	The manufacturer vendor shall list the standard protocols which transfer security event logging data. 
-	The session between network product and central location or external system for network product log functions has been set up.
-	The tester has privilege to operate network product and related logs can be outputted.
Execution Steps
1.	The tester configures the network product to forward event logs to an external system (according to bullet a) of requirement) and related logs are sent out. 
[bookmark: OLE_LINK16][bookmark: OLE_LINK17]2.	The tester checks whether the used transport protocol is secure protocol.
[bookmark: OLE_LINK25]3.	The tester checks whether the central location or external system for network product log functions has stored the related logs. 
4.	The tester configures the network product for secure upload of event log files to an external system (according to bullet b) of requirement) and performs a log file upload. 
5.	The tester checks whether the used transport protocol for log file upload is a secure standard protocol. 
6.	The tester checks whether the central location or external system for network product log functions has stored the related logs. 
Expected Results:
-	The listed transport protocols are secure protocols.
-	The used transport protocol for log file upload is a secure standard protocol.
-	The tester finds that the central location or external system for network product log functions has stored the related logs.
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
-	Settings, protocols and configurations used, 
-	Screenshot
-	Test result (Passed or not)
*************** End of 13th Change **************** 
*************** Start of 14th Change **************** 


[bookmark: _Toc19542397][bookmark: _Toc35348399][bookmark: _Toc114146523]4.2.4	Operating systems
[bookmark: _Toc19542398][bookmark: _Toc35348400][bookmark: _Toc114146524]4.2.4.1	General operating system requirements and related test cases
[bookmark: _Toc19542399][bookmark: _Toc35348401][bookmark: _Toc114146525]4.2.4.1.1	Availability and Integrity
4.2.4.1.1.1	Handling of growing content
Requirement Name: Handling of growing contentGrowing (dynamic) content shall not influence system functions.
Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.
Test Case: 
Test Name: TC_HANDLING_OF_GROWING_CONTENT
Purpose:
To verify that the growing or dynamic content does not influence system functions.
Procedure and execution steps:
Pre-Conditions:
1. Growing or dynamic content sources like e.g. log files and their paths are documented. 
2. Measures that are taken to protect system functions from growing or dynamic content that may exhaust file system capacity are documented.
3. All logging capabilities that are not enabled by default are enabled manually as per the documentation instructions.
Execution Steps 
1. Tester checks that the sources that are susceptible to being exhausted have been documented and measures aimed to counteract this are described.
2. Tester enables monitoring of the system operation.
3. Tester initiates traffic that causes increase of log files and monitors the system behaviour until the log file either reaches its quota or until file system is exhausted.
4. In case file uploading is allowed (e.g. via SFTP) the tester initiates file uploading and tries to exhaust the file system.
Expected Results:
1. It is verified that the taken measures are sufficient so that system operation is not influenced by growing or dynamic content at any case.
Expected format of evidence:
System monitoring data (e.g. Alarms, logs, CPU utilization, etc.).
*************** End of 14th Change **************** 
*************** Start of 15th Change **************** 

4.2.4.1.1.3	Handling of IP options and extensions
Requirement Name: Handling of IP options and extensionsIP packets with unnecessary options or extension headers shall not be processed.
Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g. source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.
Test Case: 
The test for this requirement can be carried out using a suitable tool or manually by performing the steps described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below. 
Test Name: TC_HANDLING-IP-OPTIONS-AND-EXTENSIONS
Purpose: To verify that the network product provides functionality to filter out IP packets with unnecessary options or extension headers.
Procedure and execution steps:
Pre-Conditions:
-	The manufacturer vendor declares in the documentation accompanying the network product at least the following information: 
-	The support of filtering capability for IP packets with unnecessary options or extensions headers.
-	The actions performed by the network product when an IP packet with unnecessary options or extensions headers is received (e.g. the packet is dropped, the options or extensions are ignored and the packet is treated as if it has no IP options, etc.) .
-	Guidelines on how to enable and configure this filtering capability.
-	The network product has at least one physical interface named if1 supporting both IPv4 and IPv6. If the network product does not support IPv6 then IPv6 related steps and checks may be skipped.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available .
-	The tester has administrative privileges.
-	A tester machine is available with a tool able to send IPv4 packets with the IP Options and IPv6 packets (if supported by the network product) with Extension Header set (e.g. Scapy).
Execution Steps
1.	The tester logs in the network product.
2.	The tester configures on the network product a filtering rule to drop all IP packets containing an IP Option set
a)	The tester establishes an O&M session on if1 interface
b)	Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv4 TCP SYN packet with an appropriate destination portto if1 interface without setting any IP Options
c)	Using the network traffic analyser, the tester verifies that the IP packet is received by the network product and the tester verifies that the corresponding ACK message is sent back.
d)	Using the tool (e.g. Scapy) the tester sends an IPv4 TCP SYN packet with an appropriate destination port  and an IP Option set to the if1 interface 
e)	Using the network traffic analyser, the tester verifies that the IP packet is received by the network product but no ACK message is sent back. This confirms the packet is dropped as expected from the filtering rule.
3.	The tester configures on the network product a filtering rule to drop all incoming packets based on specific Extension Header Types, e.g. packets with the Routing Header extension. Step 3 may be skipped if the network product does not support IPv6. 
a)	Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv6 TCP SYN packet with an appropriate destination port  to if1 interface without setting any extension header
b)	Using the network traffic analyser, the tester verifies that the IP packet is received by the network product and the tester verifies that the corresponding ACK message is sent back.
c)	Using the tool (e.g. Scapy) the tester sends an IPv6 TCP SYN packet with an appropriate destination port  and an extension header set to the if1 interface 
d)	Using the network traffic analyser, the tester verifies that the IP packet is received by the network product but no ACK message is sent back. This confirms the packet is dropped as expected from the filtering rule.
Expected Results:
The network product discards IPv4 packets with unnecessary options or IPv6 packets (assuming the network product supports IPv6) with extension header.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Used tools and their configurations
-	Settings and configurations used
-	Pcap trace
-	Screenshot
-	Test result (Passed or not)
*************** End of 15th Change **************** 
*************** Start of 16th Change **************** 

[bookmark: _Toc19542400][bookmark: _Toc35348402][bookmark: _Toc114146526]4.2.4.1.2	Authentication and Authorization
4.2.4.1.2.1	Authenticated Privilege Escalation only
Requirement Name: Authenticated Privilege Escalation onlyThere shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication.
Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication.. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the required permissions.
Test Case: 
Test Name: TC_OS_PRIVILEGE
Purpose:
To ensure that privileged operating system functions shall not be used without successful authentication and authorization, and that violations of this requirement are documented and strictly limited in number and functionality.
Procedure and execution steps:
Pre-Conditions:
1.	The manufacturer vendor shall provide documentation of the operating system(s) used in the network product.
2.	The manufacturer vendor shall supply a list "A" of operating system functions which a system user can use to explicitly gain higher privileges, and how these functions are configured. Unix® example: sudo command and its configuration file /etc/sudoers or used Linux® capabilities.
3.	The manufacturer vendor shall supply a list "B" of operating system commands, GUI functions, and files which will execute specifically limited tasks automatically with higher privileges, even when used by a low-privileged user. List "B" shall also contain:
- 	configuration of these commands and GUI functions;
-	 owner and permission settings of files;
-	 justification for having the command, GUI function or file on the network product
Unix® example: root-owned files with SUID and SGID permissions or Linux® capabilities.
NOTE: 	Linux® capabilities can provide a subset of root user privileges to a process rather than granting total root access. Some capabilities can be used for privilege escalation
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	The tester logs into the network product and verifies that list "A" is accurate, based on his expert knowledge of the operating system(s) used in the network product, and operating system documentation. 
2.	The tester verifies that entries in the list "A" require successful authentication for all users without exception, on basis of the user name and at least one authentication attribute. 
3.	The tester logs into the network product and verifies that list "B" is accurate, based on his expert knowledge of the operating system(s) used in the network product, and operating system documentation. Unix® example: To list files with SUID and SGID permissions and Linux® capabilities, the following commands can be used:
SUID:       find / -perm -4000 -type f -exec ls {} \; > suid_files.txt
SGID:       find / -perm -2000 -type f -exec ls {} \; > sgid_files.txt
Capabilities: getcap -r / 2>/dev/null
4.	The tester verifies that file entries in the list "B" do not have write permissions for anyone else than the owner.
5.	The tester verifies that entries in the list "B" only allow execution of specifically limited tasks which are needed on this network product, based on his expert knowledge of the operating system(s) used in the network product, and operating system documentation. 
6.	The tester logs into the network product and tests for every entry in the list "B" that it does not provide a means to execute arbitrary functions with administrator/root privileges, e.g. via a shell escape. 
Expected Results:
1.	The network product does not allow a user to gain administrator/root privileges from another user account without re-authentication. 
2.	If a network product provides functions and files which execute specifically limited tasks automatically with higher privileges, it ensures that these limits cannot be bypassed.
3.	The system documentation about means for a user to gain administrator/root privileges from another user account accurately describes the network product.
Expected format of evidence: 
A test report provided by the accredited evaluator's tester lab which will consist of the following information:
 - 	Documentation provided by the vendor: lists "A" and "B"
- 	Description of executed tests and commands
 - 	Relevant output (e.g. screenshot or terminal log)
 - 	Test result (passed or not passed)
*************** End of 16th Change **************** 
[bookmark: _Hlk148369499]*************** Start of 17th Change **************** 
[bookmark: _Toc19542414][bookmark: _Toc35348416][bookmark: _Toc114146540]4.2.6.2.2	Interface robustness requirements
Requirement Name: Interface robustnessManipulated packets that are sent to an address of the network device shall not lead to an impairment of availability.
Requirement Description:
A network device shall be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that inappropriate or manipulated packets shall be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness shall be just as effective for a great mass of invalid packets as for individual or a small number of packets.
Examples of such packets are:
-	Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack).
-	Packets with the same IP sender address and IP recipient address (Land attack).
-	Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack).
-	Fragmented IP packets with overlapping offset fields (Teardrop attack).
-	ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack).
-	Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 
Sometimes the relevant behaviour of the network device will be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: Refer to Test Case in clause 4.4.4.
*************** End of 17th Change **************** 
*************** Start of 18th Change **************** 

[bookmark: _Toc19542415][bookmark: _Toc35348417][bookmark: _Toc114146541]4.2.6.2.3	GTP-C Filtering
Requirement Name: GTP-C Filtering
Requirement Description:
The following capability is conditionally required:
-	For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorized to send a message pertaining to this protocol.
NOTE 1: 	The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-	At least the following actions should be supported when the check is satisfied:
-	Discard: the matching message is discarded.
-	Accept: the matching message is accepted.
-	Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-	The Network Product supports the capability described above and this is stated in the product documentation.
-	The Network Product's product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: 	Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3: 	Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
NOTE 4: The test cases are only applicable to all network product classes utilizing GTP-C based protocol.
Security Objective references: tba.
Test case: 
The test case described here apply only when GTP-C filtering is provided on the Network Product itself. 
Test Name: TC_GTP-C_FILTERING
Purpose: 
To verify that the network product provides filtering functionalities for incoming GTP-C messages. In particular this test case verifies that: 
1.	The network product provides filtering of incoming GTP-C messages on any interface. 
2.	It is possible to block all GTP-C messages on those network product interfaces where they are unwanted.
3.	It is possible to specify defined actions for each rule.
Procedure and execution steps:
Pre-Conditions:
-	The network product has at least two physical interfaces, named if1 and if2.
-	The tester has the privileges to configure GTP-C filtering on the network product.
-	The manufacturer vendor declares that the GTP-C filtering is supported.
-	The manufacturer vendor includes a guideline to configure the GTP-C filtering in the documentation accompanying the network product.
-	A network traffic generator or a pcap file containing the GTP-C messages is available.
-	A network traffic analyser on the network product (e.g. tcpdump) is available.
Execution Steps
1.	The tester log in the network product.
2.	The tester configures the network product with the following rules:
a)	Accept only GTP-C EchoRequest messages on if1.
b)	Discard all GTP-C messages on if2.
c)	For each rule above the accounting is also enabled.
3.	The tester turns on the network traffic analyser on if2.
4.	The tester sends on if2 EchoRequest messages replying a pcap file or using a network generator.
a)	Using the network analyser the tester verifies that the network product correctly receives the EchoRequest messages on if2.
b)	Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.
5.	The tester sends to if1 EchoRequest messages replying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-C EchoRequest messages are not discarded because EchoResponse messages are sent back by the network product.
6.	The tester verifies that the matching messages are correctly accounted for both rules.
7.	The tester sends to if1 GTP-C messages different from EchoRequest replying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.
8.	The tester deletes the previous rules and configures a new rule, i.e. to accept only GTP-C EchoRequest on if1 coming from a certain IP Address named IP1.
9.	The tester sends GTP-C EchoRequest messages with source IP Address set to IP1:
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-C EchoRequest messages are not discarded and EchoResponse messages are sent back by the network product.
10.	The tester sends GTP-C EchoRequest messages with source IP Address set to IP2 different from IP1 using a network traffic generator or replying a pcap file.
a)	Using the network analyser the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-C EchoRequest messages are discarded and that no EchoResponse messages are sent back.
Expected Results:
-	For steps 4, 5, 6 and 7 the tester receives GTP-C EchoResponse messages from if1 only.
-	For steps 4, 5, 6 and 7 the messages matching the rules are correctly accounted.
-	For steps 8, 9, 10 the tester receives GTP-C EchoResponse messages only for the authorized source IP address.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used
-	Pcap trace
-	Screenshot
Test result (Passed or not)
*************** End of 18th Change **************** 
*************** Start of 19th Change **************** 

[bookmark: _Toc19542416][bookmark: _Toc35348418][bookmark: _Toc114146542]4.2.6.2.4	GTP-U Filtering
Requirement Name: GTP-U Filtering
Requirement Description:
The following capability is conditionally required:
-	For each message of a GTP-U-based protocol, it shall be possible to check whether the sender of this message is authorized to send a message pertaining to this protocol.
NOTE 1: 	The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-	At least the following actions should be supported when the check is satisfied:
-	Discard: the matching message is discarded.
-	Accept: the matching message is accepted.
-	Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-	The Network Product supports the capability described above and this is stated in the product documentation.
-	The Network Product's product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: 	Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3: 	Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
NOTE 4: The test cases are only applicable to all network product classes utilizing GTP-U based protocol.
Security Objective references: tba.
Test case: 
The test case described here apply only when GTP-U filtering is provided on the Network Product itself. 
Test Name: TC_GTP-U_FILTERING
Purpose: 
To verify that the network product provides filtering functionalities for incoming GTP-U messages. In particular this test case verifies that: 
1.	The network product provides filtering of incoming GTP-U messages on any interface. 
2.	It is possible to block all GTP-U messages on those network product interfaces where they are unwanted.
3.	It is possible to specify defined actions for each rule.
Procedure and execution steps:
Pre-Conditions:
-	The network product has at leastone physical interface named if1 and may have another physical interface named if2 .
-	The tester has the privileges to configure GTP-U filtering on the network product.
-	The manufacturer vendor declares that the GTP-U filtering is supported.
-	The manufacturer vendor includes a guideline to configure the GTP-U filtering in the documentation accompanying the network product.
-	A network traffic generator or a pcap file containing the GTP-U messages is available.
-	A network traffic analyser on the network product (e.g. tcpdump) is available.
NOTE:	If the network product has only one physical interface named if1, execution steps on if2 are not needed.

Execution Steps
1.	The tester log in the network product.
2.	The tester configures the network product with the following rules:
a)	Accept only GTP-U EchoRequest messages on if1.
b)	Discard all GTP-U messages on if2.
c)	For each rule above the accounting is also enabled.
3.	The tester turns on the network traffic analyser on if2.
4.	The tester sends on if2 EchoRequest messages replying a pcap file or using a network generator.
a)	Using the network analyser the tester verifies that the network product correctly receives the EchoRequest messages on if2.
b)	Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.
5.	The tester sends to if1 EchoRequest messages replying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-U EchoRequest messages are not discarded because EchoResponse messages are sent back by the network product.
6.	The tester verifies that the matching messages are correctly accounted for both rules.
7.	The tester sends to if1 GTP-U messages different from EchoRequest replying a pcap file or using a network generator.
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.
8.	The tester deletes the previous rules and configures a new rule, i.e. to accept only GTP-U EchoRequest on if1 coming from a certain IP Address named IP1.
9.	The tester sends GTP-U EchoRequest messages with source IP Address set to IP1:
a)	Using the network analyser, the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-U EchoRequest messages are not discarded and EchoResponse messages are sent back by the network product.
10.	The tester sends GTP-U EchoRequest messages with source IP Address set to IP2 different from IP1 using a network traffic generator or replying a pcap file.
a)	Using the network analyser the tester verifies that the messages are correctly received by the network product.
b)	The tester verifies that the GTP-U EchoRequest messages are discarded and that no EchoResponse messages are sent back.
Expected Results:
-	For steps 4, 5, 6 and 7 the tester receives GTP-U EchoResponse messages from if1 only.
-	For steps 4, 5, 6 and 7 the messages matching the rules are correctly accounted.
-	For steps 8, 9, 10 the tester receives GTP-U EchoResponse messages only for the authorized source IP address.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used
-	Pcap trace
-	Screenshot
Test result (Passed or not)
*************** End of 19th Change **************** 
*************** Start of 20th Change **************** 
[bookmark: _Toc19542417][bookmark: _Toc35348419][bookmark: _Toc114146543]4.3	Security requirements and related test cases related to hardening
[bookmark: _Toc19542418][bookmark: _Toc35348420][bookmark: _Toc114146544]4.3.1	Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing network products (including the network functions in service-based architecture) by reducing its surface of vulnerability. In particular the identified requirements aim to ensure that all the default network product configurations (including operating system software, firmware and applications) are appropriately set.
[bookmark: _Toc19542419][bookmark: _Toc35348421][bookmark: _Toc114146545]4.3.2	Technical Baseline
[bookmark: _Toc19542420][bookmark: _Toc35348422][bookmark: _Toc114146546]4.3.2.1	No unnecessary or insecure services / protocols
Requirement Name: No unnecessary or insecure services / protocols
Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which do not have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor except if services are needed during deployment. In that case those services shall be disabled according to vendor’s instructions after deployment is done. Disabled protocols may still need to be enabled for other reasons by the operators, e.g. remote diagnostics.
-	FTP
-	TFTP
-	Telnet
-	rlogin, RCP, RSH
-	HTTP
-	SNMPv1 and v2
-	SSHv1
-	TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
-	Finger
-	BOOTP server
-	Discovery protocols (CDP, LLDP)
-	IP Identification Service (Identd)
-	PAD
-	MOP
NOTE 1:	As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but from a redirected to HTTPS service.
NOTE 2:	 Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.
Test Case: TBA
Test Name: TC_NO_UNNECESSARY_SERVICE
Purpose:
To ensure that on all network interfaces, there are no unsecure services or protocols that might be running.
Procedure and execution steps:
Pre-Conditions:
A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	and a description of their purposes.
The tool used shall be capable to detect and identify the protocol handlers and running services in the system.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of available network services and protocol handlers is available in the documentation of the Network Product.
b.	Validation that all entries in the list are meaningful and reasonably necessary for the operation of the Network Product class.
2.	Identification of the network services and protocol handlers by means of capable tools or any other suitable testing means.
3.	Validation that there are no entries in the list of network services and handlers apart from the ones that have been mentioned and deemed necessary for the operation of the Network Product in the attached documentation.
4.	The tester shall reboot the network product and re-execute execution steps 2 and 3 without further configuration.
Expected Results:
The report will contain: 
-	The names and version of the tool(s) used. 
-	Information of all the protocol handlers and services running in the network product. 
Result will show:
-	There are no unnecessary services running in the network product except for the ones which are deemed necessary for its operation. 
-	Any undocumented services running on the network product should be highlighted and brought out in the report.
-	The network product behaves the same after reboot as before.
Expected format of evidence:
A report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used 
-	The output pertaining to the test case performed and
-	The test results i.e. services existing or not existing in the MME
*************** End of 20th Change **************** 
*************** Start of 21st Change **************** 

[bookmark: _Toc19542421][bookmark: _Toc35348423][bookmark: _Toc114146547]4.3.2.2	Restricted reachability of services
Requirement Name: The network product shall restrict theRestricted reachability of services
Requirement Description: 
The network product shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the network product itself (without measures (e.g. firewall) at network side) according to the requirement detailed in clause 4.2.6.2.1 Packet Filtering.
EXAMPLE:	Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Test Case: 
Test Name: TC_RESTRICTED_ REACHABILITY _OF_SERVICES
Purpose:
To verify that it is possible to bind the services only to the interfaces from which they are expected to be reachable. 
NOTE: 	The test case developed for the requirement " 4.2.6.2.1 Packet Filtering" implicitly verifies that the network product permits to limit the reachability of the services only to legitimate communication peers, 
Procedure and execution steps:
Pre-Conditions:
-	The vendor shall declare, in the documentation accompanying the network product if the network product supports the capability to restrict services reachability to only the nodes authorized to access them. In this case, the vendor shall detail how this capability can be configured.
-	A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	the configuration options;
-	and a description of their purposes.
-	The network product is configured such that the required network protocols and services (as described in the network product documentation) are setup and each service is bound to an IP address of a specific network interface (e.g. IP1 which is the ip address of if1). Configuration may occur automatically during the initialization phase of the network product or manually as defined in the network product administration documentation.
-	The network product shall have at least two interfaces enabled, if1 and if2 respectively configured with IP Address IP1 and IP2.
-	The tester has administrative privileges.
-	A tester machine equipped with a network port scanner tool is available. 
Execution Steps
For every available interface if_n:
1.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information on if_n and verifies that the configured services (according to the vendor documentation) are open/reachable.
2.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information on all other available interfaces (except if_n) and verifies that the services configured for if_n are not open/reachable.
Expected Results:
Services can be enabled on per-interface basis. 
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:

-	The network product configuration showing the mapping between interfaces and configured service.
-	Pcap files.
-	Screenshot.
-	Software name and version of the used port scanner, log of the executed commands.
-	Network port scanner results (e.g. files containing this results).
-	Test result (Passed or not).
*************** End of 21st Change **************** 
*************** Start of 22nd Change **************** 


[bookmark: _Toc19542422][bookmark: _Toc35348424][bookmark: _Toc114146548]4.3.2.3	No unused software
Requirement Name: No Uunused software shall not be installed or shall be uninstalled
Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the network product shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Test Case: 
Test Name: TC_NO_UNUSED_SOFTWARE
Purpose:
To ensure that there is no unused software or associated components that might be installed in the network product which are not required for its operation or functionality.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and libraries and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software / library;
-	version of the software / library installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	brief description of their purpose.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of software / libraries and components is available in the documentation of the Network Product. 
b.	Validation that all entries in the list of software / libraries and components are meaningful and reasonably necessary for the operation of the Network Product class.
2.	Identification of the software / libraries or components which are installed in the system using any suitable command line tools or any other suitable means of determination.
3.	Validation that there are no entries in the list of software / libraries installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation. 
4.	Based on his/her experience, the tester will check for known default example files for software installed on the system.
Expected Results:
The report will contain the names and version of the tool(s) used for finding out what software /libraries is installed in the system. The detailed report will contain the name and version information of all the software / libraries installed in the system generated by the tool.
The list of all available software / libraries which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software / library not in the list of allowed software / libraries will be highlighted and brought out as a part of the report.
There should be no unnecessary software / library installed in the network product except for the ones which are deemed necessary for its operation. 
There should be no more default example files for the installed software on the system.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information,
-	Settings and configurations used 
-	the output pertaining to the test case performed and,
-	the test results i.e. list of allowed and disallowed software
*************** End of 22nd Change **************** 
*************** Start of 23rd Change **************** 


[bookmark: _Toc19542423][bookmark: _Toc35348425][bookmark: _Toc114146549]4.3.2.4	No unused functions
Requirement Name: No Uunused functions of the network products' software and hardware shall be deactivated.
Requirement Description: 
During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause "5.3.2.3 No unused software" of the present document, such functions shall be deactivated in the configuration of the network product permanently. 
Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after network product reboot.
EXAMPLE: 	A debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the network product.
Test Case: 
Test Name: TC_NO_UNUSED_FUNCTIONS
Purpose:
To ensure that there is no unused hardware or software functions that are not deactivated in the network product which are not required for its operation or functionality.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps: 
1.	Identification of the hardware and software functions which are installed in the system or might have been disabled using any suitable command line tools or any other suitable means of determination. 
2.	Validate that there are no entries in the list of hardware and software functions installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation.
Expected Results: 
The report will contain the names and version of the tool(s) used for finding out what software and associated function is installed in the system. The detailed report will contain the name and version information of all the software and components installed in the system generated by the test tool.
The list of all available software which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software not in the list of allowed software will be highlighted and brought out as a part of the report.
There should be no unused function that is not deactivated in the network product except for the ones which are deemed necessary for its operation.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used
-	The list of software and associated functions
-	the test results i.e. allowed list of functions
*************** End of 23rd Change **************** 
*************** Start of 24th Change **************** 

[bookmark: _Toc19542424][bookmark: _Toc35348426][bookmark: _Toc114146550]4.3.2.5	No unsupported components
Requirement Name: No unsupported componentsThe network product shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.
Requirement Description: 
The network product shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Test Case: 
Test Name: TC_NO_UNSUPPORTED_COMPONENTS
Purpose:
To ensure that there is no unsupported software that is running in the network product which is not supported anymore and has reached its end-of-life or end-of-support.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	Identification of the hardware and software components, version information and the kind of support available for the software provided by the vendor, the producer, the developer or other contractual partner of the operator using any tool or any other suitable means of determination. 
2.	Validate that there are no entries in the list of hardware and software installed in the system which are not supported as given by the vendor of network product in the attached documentation.
Expected Results:
The report will contain the names and versions of the tool(s) used for finding out what software and hardware components are installed in the system. The detailed report will contain the name and version of the software and hardware used in the system, and the period of support for each of these components.
The list of all available software and hardware components and their associated support information which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software or component which is not supported any longer by the vendor will be highlighted and brought out as a part of the report.
There should be no software installed in the network product which is unsupported as of the day of testing.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Software and hardware components used in the network product
-	the test results i.e. support information of each listing
*************** End of 24th Change **************** 
*************** Start of 25th Change **************** 
[bookmark: _Toc19542433][bookmark: _Toc35348435][bookmark: _Toc114146559]4.3.3.1.5	Protection from buffer overflows
Requirement Name: Protection mechanisms against buffer overflows
Requirement Description: 
The system shall support mechanisms for buffer overflow protection. Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 
NOTE: 	Void
NOTE:	Void
Test Case: 
Test Name: TC_PROTECTION_FROM_BUFFER_OVERFLOW
Purpose:
To ensure that the system supports mechanisms that protect against buffer overflow. 
Procedure and execution steps:
Pre-Conditions:
1.	A document which provides a detailed technical description of the system's buffer overflow protection mechanisms.
If a standard buffer overflow mechanism from a 3rd party vendor is used then a reference to the standard feature in the 3rd party vendors documentation should be provided.
2.	Test results from a test execution phase of buffer overflow protection mechanism testing.
Execution Steps:
The accredited evaluator's tester lab is required to execute the following steps:
1.	The tester verifies that there is:
a)	A technical description of the buffer overflow protection mechanisms that have been implemented on the system.
b)	Details of whether the buffer overflow protection mechanisms are implemented by default or if additional actions (e.g. scripts or commands manually executed) are required. 
c) If manually executed actions are required then detailed instructions should be included in the technical description. 
2.	The tester verifies that the test results:
a)	Describe test procedures used to verify the buffer overflow protection mechanisms,
b)	Contain data which demonstrates/indicates that the buffer overflow protection mechanisms described in the technical description document have been implemented.
c)	Contains details of the test set-up for the testing of the buffer overflow protection mechanisms. Where simulators and/or scripts are used to artificially create the conditions to trigger the buffer overflow protection mechanism then details of these should also be included.
Expected Results:
1.	A technical description of the buffer overflow protection mechanisms that have been implemented on the system.
-	Details of whether the buffer overflow protection mechanisms are implemented by default or if additional actions (e.g. scripts or commands manually executed) are required. 
-	If manually executed actions are required then detailed instructions should be included in the technical description. 
2.	The test results should:
-	Describe test procedures used to verify the buffer overflow protection mechanisms,
-	Contain data which demonstrates/indicates that the buffer overflow protection mechanisms described in the technical description document have been implemented.
-	Contain details of the test set-up for the testing of the buffer overflow protection mechanisms. Where simulators and/or scripts are used to artificially create the conditions to trigger the buffer overflow protection mechanism then details of these should also be included.
Expected format of evidence: 
Documentation showing each of the points in the results sections.
*************** End of 25th Change **************** 
*************** Start of 26th Change ****************

[bookmark: _Toc19542434][bookmark: _Toc35348436][bookmark: _Toc114146560]4.3.3.1.6	External file system mount restrictions
Requirement Name: External file system mount restrictions
Requirement Description: 
If normal a users are is allowed to mount external file systems (attached locally or via the network), OS-level restrictions shall be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Implementation example: In Linux® systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option.
NOTE: 	This requirement does not apply when the docker is used to mount file system.
Test Case: 
Test Name: TC_EXTERNAL_FILE_SYSTEM_MOUNT_RESTRICTIONS
Purpose:
Verify that OS-level restrictions are set properly for users that are allowed to mount external file systems (attached locally or via the network). This is to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Procedure and execution steps:
Pre-Condition:
Tester has admin access to check and configure the external filesystem mount permissions in the OS.
Tester has username and password of a user in the network product that has external filesystem mount privileges.
Execution Steps
Execute the following steps:
1.	The tester shall verify that OS-level restrictions are set properly in order to prevent privilege escalation due to the contents of the mounted file systems (e.g. In Linux® systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option). The tester checks that OS-level parameters are configured correctly on the system.
2.	The tester mounts an external filesystem prepared by the tester with files exploiting privilege escalation methods (e.g. with writable SUID/GUID files).
3.	The tester tries to gain privileged access to system by using a suitable privilege escalation method using the contents of the mounted file system and then confirms that privilege escalation doesn't happen.
Expected Results:
The OS-level restrictions are set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Any privilege escalation method used by the tester should be blocked.
Expected format of evidence:
Screenshot containing the configuration file showing that OS-level restrictions are set properly for users that are allowed to mount external file systems.
*************** End of 26th Change **************** 
*************** Start of 27th Change **************** 
[bookmark: _Toc19542438][bookmark: _Toc35348440][bookmark: _Toc114146564]4.3.4.3	No unused HTTP methods
Requirement Name: No unused HTTP methodsUnused HTTP methods shall be deactivated.
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers use GET, HEAD, and POST. If other methods are required, e.g, PUT, DELETE, PATCH, they shall not introduce security leaks such as TRACK or TRACE.
Test Case: TBA
Test Name: TC_NO_UNUSED_HTTP_METHODS
Purpose:
Verify that the Web server has deactivated all HTTP methods that are not required.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available.
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
-	Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
-	System settings and configurations have been found adequately set, in all Web components of the system, to ensure that unneeded HTTP methods are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)
*************** End of 27th Change **************** 
*************** Start of 28th Change **************** 

[bookmark: _Toc19542439][bookmark: _Toc35348441][bookmark: _Toc114146565]4.3.4.4	No unused add-ons
Requirement Name: No unused add-onsAny add-ons and components that are not required shall be deactivated.
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.
Test Case: 
Test Name: TC_NO_UNUSED_ADD-ONS
Purpose:
To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
-	The vendor has supplied a list of add-ons or scripting tools for Web server components needed for system operation, and that therefore need to be exempted from the test investigation.
-	The tester has administrative privileges.
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1.	Check that the web server is only running and listening on known ports (e.g. tcp port 80 and/or 443). Check that CGI or other scripting components, Server Side Includes (SSI), and WebDAV are deactivated if they are not required. See also guidance under 4.3.4.12.
2.	Check that nothing else has been installed than the web server.
3.	Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
-	System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions.
-	Test result (Passed or not).
*************** End of 28th Change **************** 
*************** Start of 29th Change **************** 
[bookmark: _Toc19542443][bookmark: _Toc35348445][bookmark: _Toc114146569]4.3.4.8	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges.
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges. Implementation example: Delete "read" and "write" access rights for "others." Only grant "write" access to the user who configures the web server.
Test Case: 
Test Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES
Purpose:
To verify that the access rights for Web server configuration files are correctly set.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
-	Check the access rights settings for Web server system configuration files.
-	Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
-	Access rights for system configuration files are adequately set.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)
*************** End of 29th Change **************** 
*************** Start of 30th Change ****************

[bookmark: _Toc19542444][bookmark: _Toc35348446][bookmark: _Toc114146570]4.3.4.9	No default content
Requirement Name: No dDefault content shall be removed.
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Test Case: 
Test Name: TC_NO_DEFAULT_CONTENT
Purpose:
To verify that there is no default content on the web server, that is not needed for web server operation, since such default content can be useful for an attacker.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps 
1.	Check that all default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server has been removed.
Expected Results:
-	No default content (examples, help files, documentation, aliases, un-needed directories or manuals) has been found to remain on any Web server component.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions.
-	Test result (Passed or not).
*************** End of 30th Change ****************
*************** Start of 31st Change ****************
[bookmark: _Toc19542446][bookmark: _Toc35348448][bookmark: _Toc114146572]4.3.4.11	Web server information in HTTP headers
Requirement Name: Web server information in HTTP headersInformation about the web server in HTTP headers shall be minimized.
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Test Case: 
Test Name: TC_NO_WEB_SERVER_HEADER_INFORMATION
Purpose:
To verify that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1.	Check that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Expected Results:
-	Evidence that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)
*************** End of 31st Change ****************
*************** Start of 32nd Change ****************

[bookmark: _Toc19542447][bookmark: _Toc35348449][bookmark: _Toc114146573]4.3.4.12	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Test Case: 
Test Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
Purpose:
To verify that error pages and error messages do not include information about the web server.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
-	Check that generated error pages and error messages do not include information about the web server.
Expected Results:
-	Evidence that generated error pages and error messages do not include information about the web server.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)
*************** End of 32nd Change ****************
*************** Start of 33rd Change ***************

[bookmark: _Toc19542448][bookmark: _Toc35348450][bookmark: _Toc114146574]4.3.4.13	Minimized file type mappings
Requirement Name: Minimized file type mappings File type- or script-mappings that are not required shall be deleted.
Requirement Description: File type- or script-mappings that are not required shall be deleted, e.g. php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.
Test Case: 
Test Name: TC_NO_WEB_SERVER_FILE_TYPE MAPPINGS
Purpose:
To verify that file type- or script-mappings that are not required have been deleted.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available. 
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
-	Check that all file type- or script-mappings that are not required have been deleted.
Expected Results:
-	Evidence that all file type- or script-mappings, that are not required, have been deleted.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)
*************** End of 33rd Change ***************
*************** Start of 34th Change ***************

[bookmark: _Toc19542449][bookmark: _Toc35348451][bookmark: _Toc114146575]4.3.4.14	Restricted file access
Requirement Name: Restricted file accessThe web server shall only deliver files which are meant to be delivered.
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g. via links or in virtual directories) in the web server's document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Test Case: 
Test Name: TC_RESTRICTED_FILE_ACCESS
Purpose:
To test whether the restrictive access rights are assigned to all files which are directly or indirectly in the web server's document directory and to verify whether path traversal is made improbable.
Procedure and execution steps:
Pre-Condition:
1.	The web server is configured according to the manual
Execution Steps
Execute the following steps:
1.	The tester verifies that access rights on the servable content (meaning directories and files) is set to the following:
a.	The files are owned by the user that runs the web server;
b.	The files are not writable to others, except the web server's account;
2.	The tester verifies that the user running the web server is an unprivileged account;
3.	For Operating Systems that have chrooted environments, the tester verifies that the web server runs inside a jail or chrooted environment.
Expected Results:
	-	Name of user running the web server with the privileges of the account;
	-	Access rights of files and directories that the web server serves;
	-	Configuration that shows that the web server is in a chrooted environment.
Expected format of evidence:
A part of the configuration file / screenshot of the configuration showing that the web server, the file access rights and the account running the web server is properly configured.
*************** End of 34th Change ***************
*************** Start of 35th Change ***************

[bookmark: _Toc19542453][bookmark: _Toc35348455][bookmark: _Toc114146579]4.3.6	Network Functions in service-based architecture
[bookmark: _Toc19542454][bookmark: _Toc35348456][bookmark: _Toc114146580]4.3.6.1	Introduction
The purpose of the sub-clauses in 4.3.6 is to identify and describe the hardening related requirements for all Network Function (NF) within the 5G Core (5GC) utilizing Service-Based Interfaces (SBI) and the corresponding test cases.
[bookmark: _Toc19542455][bookmark: _Toc35348457][bookmark: _Toc114146581]4.3.6.2	No code execution or inclusion of external resources by JSON parsers
Requirement Name: No code execution or inclusion of external resources by JSON parsers.
Requirement Description: 
Parsers used by Network Functions (NF) shall not execute JavaScript or any other code contained in JSON objects received on Service Based Interfaces (SBI). Further, these parsers shall not include any resources external to the received JSON object itself, such as files from the NF’s filesystem or other resources loaded externally.
[bookmark: _Hlk19541849]Threat References: TR 33.926 [4], clause 6.3.2.1, JSON Parser Exploits
Test Case: 
Test Name: TC_JSON_PARSER_CODE_EXEC_INCL
Purpose:
NFs implementing SBI transfer application data serialized as JSON objects. When receiving such data, an NF parses this JSON representation and creates equivalent internal data structures. Since the contents of the JSON objects must be considered untrusted, blindly executing code fragments or loading resources from a local path or Uniform Resource Identifier (URI) must not be possible.
Procedure and execution steps:
Pre-Conditions:
-	The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)
-	A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services in the form of an OpenAPI3.0 interface specification;
-	The tester should have access to an effective Web Application Security (WAS) test tool that allows to generate HTTP messages exploiting JSON parsers that do not prevent the above-mentioned scenarios of code execution and loading external resources. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps
1.	Execution of available WAS test tools against the network product’s API endpoints via its Service Based Interfaces.
2.	Using a network traffic analyser on the network product, e.g. TCPDUMP or an external traffic analyser directly connected to the network product, the tester verifies that no external resources get loaded during JSON parsing.
3. 	Depending on the actual JavaScript code in the HTTP message, the tester verifies that the network product does not execute any of the contained actions.
Expected Results:
-	The NF does not load any resources external to the JSON object itself.
-	The NF does not execute any JavaScript code contained in JSON objects.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:

-	The used tool(s) name and version information
-	Settings and configurations used
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Screenshot
-	Test result (Passed or not)
*************** End of 35th Change ***************
*************** Start of 36th Change ***************

[bookmark: _Toc35348462][bookmark: _Toc114146586]4.4.2	Port Scanning
Requirement Name: Port scaning
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.
The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Test Case: 
Test Name: TC_BVT_PORT_SCANNING
Purpose:
To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
1.	all interfaces providing IP-based protocols;
2.	the available transport layer protocols on these interfaces;
3.	their open ports and associated services per transport layer protocol;
4.	and a free-form description of their purposes.
The port scanning tool that is used shall be capable to detect open ports on the relevant transport layer protocols.
NOTE: 	It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator's tester laboratory determines another means suitable to verify which ports are open.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of available network services is available in the documentation of the Network Product 
b.	Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the Network Product class
2.	Identification of the open ports by means of capable port scanning tools or other suitable testing means
3.	Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product 
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.
All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.
Expected format of evidence:
 Output of portscan and list of identified discrepancies.
*************** End of 36th Change ***************
*************** Start of 37th Change ***************

[bookmark: _Toc35348463][bookmark: _Toc114146587]4.4.3	Vulnerability scanning
Requirement Name: Vulnerability scanning
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there are no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product, both in the OS and in the applications installed, that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.
The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Test case: 
Test Name: TC_BVT_VULNERABILITY_SCANNING
Purpose:
The purpose of vulnerability scanning is to ensure that there are no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services;
-	and a free-form description of their purposes.
NOTE 1: 	This list is to be validated as part of the BVT port scanning activity.

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product.
2.	Evaluation of the results based on their severity.
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.
COTS Vulnerability scanners, by their nature, (e.g. depending on how they are configured) may result in false findings/positives. The tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
NOTE 2: 	This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA SECAG.
Expected format of evidence:
Output of BVT tool.
*************** End of 37th Change ***************
*************** Start of 38th Change ***************

[bookmark: _Toc35348464][bookmark: _Toc114146588]4.4.4	Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: 4.2.6.2.2. – Interface Robustness requirements
Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Test case: 
Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING
Purpose:
To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).
Procedure and execution steps:
Pre-Conditions:
-	The tester has the privileges to log in the network product and to access all system resources (e.g. log files)
-	A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services;
-	and a free-form description of their purposes.
NOTE: 	This list is to be validated as part of the BVT port scanning activity.
-	The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.
-	Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.
-	It needs to be taken into account that fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps
The accredited evaluator's tester lab is required to execute the following steps:
1.	Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time sufficient to be effective.
2.	Execution of available effective robustness test tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time sufficient to be effective.
3.	For both step 1 and 2:
a.	Using a network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product, the tester verifies that the packets are correctly processed by the network product. 
b.	The testers verifies that the network product and any running network service does not crash. 
c.	The execution of tests shall run sufficient times. 
Expected Results:
A list of all of the protocols of the network product reachable externally on an IP-based interface, together with an indication whether effective available robustness and fuzz testing tools have been used against them, shall be part of the testing documentation. If no tool can be acquired for a protocol, a free form statement should explain why not.
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.
COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to different non-deterministic variables in their implementation. At some point the tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information,
-	Settings and configurations used
-    The output log file of the chosen tool that displays the results (passed/failed).
-	Screenshot
-	Test result (Passed or not)
-	Log/evidence tracing possible crashes
-	Any input causing unspecified, undocumented, or unexpected behaviour
*************** End of 38th Change ***************

